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] TNFrintroduction — From 31 August to © Sepiember 2003, MG Geoffiey Milier
U'S Arm: , Commander, Joint Tash Force Guantanamo (JTF-GTMO) led a team of
personne’ expenenced tr. strategic interrogauon (Annex Ajto HQ, CITF-7, Baghdac. o
conductassistance visits to CITF-7, TF-20, and the Iragi Survey Group (1SG) o discuss
curreni {heate: abtlity to rapidly explont iternees for actionable intelligence  The team
focused;on three areas melligence mtegration, synchromzauon, and fusior. nterrogation
aperations, and aetenuior operations The team used JTF-GTMO operatonai proceduies
and niefogation authorities as baselines

? P Lxecutrve Summary - Toe dynamic operational environment in lrag requues
an equally dynamic intelhgence apparatus To improve velotity and operationa!
=ffeciveness of counterteltorism tnlerrogation. attention in thrée major mission areas is
necdea The team observed that the Tash Force did not have authorities and procedures in
place to affect a unified strategy 1o detain, interrogaie, and report information from
detainees/internees wn Iraq  Additionally, the corps commander’s informauon needs
equited an 1in-theater analysis capabiiity integrated throughout the interrogatior
operations structure to aliow for better and faster reach-back to other worldwide
utteligence aatabases Last, the delention operanions function must act as an enabie~ for
Imenotalion

—TSAFThe command has 1mtiatec a svstem to drive the rapid explottation of mternees to
answer CJTF-7 theater, and nauona’ level counter terrorism requirements Thus 1s the
s stage 1oward the rapid explontanor of detainees Receipt of addrtional resources
current;v i staffing will produce a dramauc improvement tn the speed of delivering
actionavie intelligence and leveraging the effectiveness of the interrogation efforts Our
assessment is. given the implementation of the attached recommendations, a significant
nnproverent in actionable inteliigence will be realized withm thirty days

3 5™ rFunctons: Integrauon - Synchromzauon ——.

a (U) lategration — Defined as ¢ orgaruze HUMINT coliection and analytical
resources under a coordinating authonity that can rapidly task, direct, conduct analysts,
anc actior: 1ntelligence gained from 1nterrogauons

3T TObservation - HUMINT collection and analysis is bemg performed by several

autonomous entities wn the theater, resulung tn duphication of effort and imperfect
wrformation flow

~+fFrRecommendation — Establish a robust coordinating authority to direct and
coordinate all HUMINT collection and analysis in lrag  Supplement thes authonry with a
callection managernent operation focused to support the needs of the Global War on
Terrortsm (GWOT), the Theater Commander and CJTF-7 Commanders’ itelligence and

largeung objectives Additional resources are required for the CJTF-7 CJ2X to sustamn
thts effort
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Pt (Observation - HUMINT collecuorn prionties were not clearly defined leadme 1.
ammguous collecuon efforts  There are 2 large number of collection prionues that
1equne 2 ciear priontuzauon as 10 which requirements support the commander's cnitica
‘niormation regquirements

1R ccommendation/ Acuon In-progress — CJITF-7 CJ2X has establishec a ciea
method ¢* prioriuzataer: for collection requirements  Reawrements are now being
combined 1nto areas of focus 1o drive interrogation tasking and operations

b (U Synchromzaton ~ Defined as 1o establish a defineé process and procedure 1
integrate the prioriuzanon and tasking of all interrogation assets

AR r Observation ~ No writien guidance specifically addressing interrogation. policies
and authories was disseminated to units

+5FFrRecommendation/ Actior in-progress — CJTF-71s drafuing approval documents

contaimng the authorities, policies and pracuices to outline reginrements to process,
interrogale and explont secunity mntemees

~+rir=~Seservation - DoD assets and otner autonomous entities are active in the theater
.otlecung information and conducung analysis under independent chamns of command
information sharing 1s not fully integrated The various orgamizations are generally
unaware of 2ach other’s capabilities, interests. and murual informaton needs They also

‘acs Drotocols for coordinatng access ¢ mternees, and for sharing the information
ciected and anaiysis performec

+=rRecommendation - CITF-7 1s caablishung 2a HUMINT Collection and Targeung
mezunp that orovides & weeklv forum for system m{ormaunon sharing, internee access.
anc tasking orotocois 1o fully leverage the participation of all entities actrve 1n the theater
t1c 1inciude Special Operations Forces (SOF), the Cniminal Investigauve Task Force,
SR -c the lraq) Survey Group) ko support the CITF-7

commander's intelligence and 1argetung objecnves

¢ (L) Fusion - Fusion s defined as assurning that all required resources and acuons to

«UpDOTT tnlernee operanons are properiv mntegrated, supervised, executed and assessed 1o
~uppor: the commander’s wmntent

+iv-abservation — The resiliency and giobal reach of GWOT targets requires much
.loser cooperauon between the strategic analvucal communty and the collectors and
analysts 1n the field Military intellipence analysts at the CITF-7 ACE, CI2X, and 1y the
{leld are ciosely focused on the tactcal mission and are generally unaware of the assets
ana capabiliies of the broader national mnteliigence community and the existence of

dedicated CT analyucal centers, such as DIA’s Joimt Intelligence Task Force Combating
Terrornism (JITF-CThand the ClA's Counterterronism Center (CTC)
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~+eibrteeLommendation - Expedite the exchange of Counterterronsm nformation and
analvsis between collectols m the field and the national intelligence community by
integrating the lnterrogatol Tiger Teams with analysts at the CJTF-7 CI2X and nationai
mietiigence communty through JITF-CT  Enei1gize the anaiysis-collection feedbach loor
of the mmelhigence cycle with robust timely GWOT oriented collection management
planung aud execution

4 {U) Interrogation - Settng the conditions to exploit miernees to respond to
juestions that answer theate- commanders” critical questions {iEEEEG—_—_———————

—ireSmmmary - Tactical imerrogation operations differ greatly from strategic
interrogation operations  The waterrogators watlhun CJTF-7 have been accomphishing the
:actical mission, at a lugh rate of professionahism and effectiveness since the beginnng of
the war As the CJTF transiuons to a new phase of operations. the category of intemees
12 mmierrogate and analytical backstopping required necessitales transition to stiategic
iterroganon operations The wnterrogation mission is hundered by an absence of
anaivtical resources and reach-bach data sysiems The detertion operation does not yei
<e: conditions for successful interrogations  Interrogations are conducted withoun a clear
«uategy for umplementng a long-term approach swategy and clearly defined nterrogauon
pohicies ana authonties To achieve rapid exploitanon of inernees 1t 1s necessary to

iniegrate detenhon operations, interrogation operauons and collectuon management unde;
wne command authority

—~SiFrBhservation - There 1s mimimai analvtical support to he interrogation mission

Interregators continue to use tactical interroganon methods m a transttioning strategic
environment

iRz commendation - Establist and train Interrogauon Tiger Teams comprised of
cne interrogator and one analyst, both witk SCI access CJITF-7 has established an imual
cadre of imegrated Interrogation Tiger Teams from current assets and scheduled
deploving mlerrogators and analysts 10 attend strategic interrogator and analyst traiung al
Tiger Team Umiversity, USAICS. and Fort Huachuca in October 03

—HAFTOtiservauon - CIFT-7s two mterrogauon facihines optrate wath their own

independent collection focus withour an mtegratea coordinating element Coordination
petween facihities 1s conducted informally and mconsistently

s PFrRecommendation - Consohidate the mterrogation msaon at one Joint

Interrogation Debnefing Center (JIDCysrategic imterrogation faciity under CJTF-7
command  This action has been titiated

—TSTIT T ®bservanion - Detention operations do not enable the interrogation mission
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LA+ Recommendation - Dedicate and train a detention guard force subordinate to the
IIDC Commander that sets the conditions for the successful interrogation and
aypioitanon of internees/detainees This action 1S now in progress

weirlpd Ctoservation - The lack of awareness of available analyucal databases by
uerogators and analysts hmits the ability to conduct effective iregrated mterrogation
IPEIAnONs

t54¥FRecommendanon - Train analysts to incorporate databases mcluding DIMS CT-
k. web-safe, C1A Source, Harmony, and Coliseum 1n mterrogation pianmng and

erecutiot.  Tus tratmng 1s provided at Tiger Team Urnuversity and can be leveraged watk,
o sustained theater training program

i -Observation - Analysts at JIDC (Joint Interrogauon Debniefing Center)
nterrogation operations section have limited access to autornatec 1ntelligence systems
that would allow the analyst to reach back to national level resourcés The primary

tollecuorn facilities (Abu Ghanb) requires at a mmmum 2 TWICS terminal to meet ful]
operauonal capabihty

—+=F-Recommendation - Provide the necessary systems and bandwidth to enable direct
analyucal support to mterrogation operations See paragraph 6 (Information Technology)

+&A<r Observatior: - There 15 no Behavioral Science Consultauon Team (BSCT) o
suppor: interrogation operations These teamns comprised of operauonal behavioral
nsvchologists and psychiatnsts are essential in developing integrated mterrogation
<{rategies and assessing interroganon intelhgence production

sdrrRecommendation - Provide | BSCT 1o support interrogation operations

=<7 Observation - The system procedures to rapidly transfer/return fully exploited
internee ntelligence sources back to the internee general population or recommend their
ielease require assessment and stream|intng

+>AH=-Recommendation - Assess and refine transfer critenia to support continued rapid
explorauon of lugh value internees and the release of fully exploited or low value
inlemees in a more timely manner

by dum-Observation — Task Force 20 (TF-20) lacks adeauate number of tramned
interrogator-analyst Tiger Teams for mission requirements

“#rhH{ Recommendation  That CITF-7 provide TF-20 Tiger Team support

—reNRObservation — The application of emerging strategic interrogation strategies and
technigues contain new approaches and operattonal art Legal review and
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recommendations of internee interrogation operations by a dedicated command staf?
dee advocate 1s required Lo maximize mterrogation effectiveness

—meimmrpe=- pmimendation - Dedicate a judge advocate(s) 1o advise commandets and
ieTogalon teadership on requirements 1o operate witan approved mteirogatiorn
authoities 1esponsibie for the detention and mtelhigence missions Tius acuon s tn
DIOgIEss

5 (U) Detention Operations ARSI

L Functions — Provide a safe, secure and humane environment that supports the
ey peditious collecbon of intellhigence

—+5ARrSummary - The imponance cf the rapid collection and dissemination of
intelligence 1s viai for success and must be emphasized in the condnct of detention
operations 1t 15 essential that the guard force be acuvely engaged 1n setting the
condinons for successful explotanon of the internees  Joint strategic interrogation
operations are hampered by lack of active control of the internees within the detention
ervironment The pending establishment of the theater joint interrogation detention
center at Abu Gharib wili consohidate both detention and strategic interrogauon

onerations and result mn synergy berween MP and MI resources and an imtegrated,
synchronszeé and focused strategic mnierrogation effort

5P Thservaton ~ Mimmal operational procedures and gwdance were available for
.iarnes 1n-processing, collection and integration of inteiligence, security procedures,

internee discipline standards and procedures for reacting to emergencies sttuations i the
detentior faciiities

—=rfecommendation — Develop a comprebensive set of detention physical secunty
SOPs Conduct tramning for detention center leadership and staff on the implementauon of

thzse procedures JTF-GTMO SOPs for physical secunty and detention operations were
provided to CITF-7 staff

—+5AFr®bservation - Some of the detenuon facitity guard force mterviewed were unabie

1o apply therr standing orders and Rules of Engagement procedures to hypothetical
situations ~ € g escaping mtemees

t8NFrfecommendations ~ Scenario-based traning for the current operational and future
theater operational environment 1s recommended 10 ensure standing procedures (e g

Ruies of Engagement) are known and therr application thoroughly understood by the
detention; leadership and staff

+rOtmervation - Detention operations must be structured to ensure detention
environment focuses the internee’s confidence and attention on their interrogators The
MP detention staff should be an integrated eiement supporting the interrogation functions
and recelved onentation traimng to SUpport INEITogation operations
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Recommendation - Assign. train, and sustain mterrogator and detention staf]
teair blding focused on improving the collection of inteflgence MP detennon staf?

rramung programs utilized by JTF-GTMO were provided to CJTF-7 for consideration and
ndaseline implementation

Josenvanor - Disciplinary procedures for mternees are arbitrary or not clearly defined

Recommendauon/Action in-progress — The unit 15 epdating 1ts operating
mozedures for implementing disciphinary measures related to detainee operations

+sAdribservation - Males, females and juventles are detamed 1n the same camp in

wiose proaimity to each other Full utilizahion of a classification system that 1s sensitive
i gtoup dynamics 1s not currently wn piace

— A rRecommendatuon/Action In-progress — Procedures to segregate males, females

and juvenile internees 1n the detention facility to prevent unauthorized contact are being
1efined

~HFTTioservation- Some detainees who had infectious medical conditions were
detainec 1 the general miemee popuiation Thus minghing of internees could result
possibie contamination of other detainees and soldier detention staff Detamnees suffering

nom apparent mental iliness were segregated in a holding pen that was normally used for
discinlinen purposes

ASFrRecoimmendation - Speciai needs secuons of the detention facility should be

developed for internees with contagious medical conditions and mternees who exhibit
tmenta’ 1liness

o (G) Informauon Teehuology (1T) (g

£J) Funcuons - IT focus 1s streamlined information gathenng resulting 1 rapd
intelligence analysis and exploitation

He T B bservation- Current information management systems do not support rapid,
integrated zxplottation of mtelhigence commumuy databases

~BPRecommendation - Create a robust automated knowledge center, incorporating
w:formation and documents currently located wn diverse data stores to allow for sharing of
zll information on mnternees (See Annex B for specific IT comments )

~1



SEERETNOFORN X1

-
i

(li} Conclusion - Actions to impiove the Task Force's ability to conduct
counterteriorist strategic interroganons were berng devetoped at the time of this repor: «
drafung Prowision of resources 1s crucial to success Expeditious fill of two leadershur
hiller: ~ one as Chief of the HUMINT Operanons Center (HOC) and the other as Chuex,
FUMINT Analysis Center (HAC). CJTF-7, 15 essential 1o enable successful joint,
mtegrated nterrogation operatuons Concurrently, assignmem of expert anaiysts 18
wquired o form Tiger Teams and populate the HAC

Hajor !enera’.. US Amy
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Adinz. A Assessinen. Team Members

car Leads

MG Geafirev Miller, USA ITF-GTMC

Svnchioizgalcs 1 ean)

Dla
DIA/DHS

JATF SOUTH
ITF-GTMO
CITF

intengeatin Operations Team

DIA/DHS
47¢” M1 BDE
ITF-GTMO
JTF-GTMO
JTF-GTMO
ITF-GTMC
ITF-GTMO
JTF-GTMO

Derzntigr Uperations Team

ITF-GTMO
JTE-GTMO

Commander

Former JTF-GTMO Jont interrogation Group Dir

Former JTF-GTMO Interrogation Control Ele Chrefl
_Former ITF-GTMO CTC Chief

Former ITE-GTMO Analysis Chief

Former JTF-GTMO StafT Judge Advocate

Information Technology Chief

Former ITF-GTMO Crim [nvest Task Force Chef

Former JTF-GTMO Interrogauon Conrrol Ele Cite!
Former GTMO Sapdi Team Chuef

Centrzal Asta Team Chief

Centrai Asia Team Analyst

Saud: Team Noncommissioned Officer-in-Charge
Saudi Team Analyst

Special Projects Interrogator

Special Piojects Analyst

Camp Delta Superintendent
Camp Delta Company Commander
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Amnexy B informatton Technology Solutions

The goai vl a theater-wide 1ntelhigence information technology 1nstative is jused
invelirgence which wili allow for 2 faster interrogation cycle. faster exchange of
TOrmanor. minimlze manual processes, ehminate redundancy, manpower savings, ranic
data mminz focused interrogation plan, and an automated collection plan

ISSLUES

- There 1sn’t sufficient bandwadth or connectivity available to support current
mierrogation operations and consolidated internee database for near-real ttme
minimanon sharing

- Some locations have SIPR connectivity but 1t 1s slow and unrehable Some
locations do not have enough SIPR drops to support the mission and personnei

-  There are diverse data stores to mclude MS Excel spreadsheets, MS Access
gatabases MS Word documents that are not shared by the various internee camps

. Theresu’i a theater level network that seaches out to all the unuts for the purpose
of sharing folder, files, and documents, with the exception of email Email is not
an cffecuive way of sharing mformauen for the purpose of conducting data numng
and tnieliigence exploitation

~ There are no standardized informarion gathening and reporhing methods that wall
allow for tracking of information collected from iniemees from the trme of capture
and through the intelligence requirements management and interrogation process

¢ Thete 156t a comprehensive collection management and dissemination system 1n
place

- There 1sn't an effective method to link tnternees 1o other internees or associates,
organizations, locations, and facilities or to associate documents to intemees to allow
analysts to quickly search all mformation pertaining to an internee

10
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DPTIONS
Implemen: a theater leve] network that supports foiger file and document shanng
Ensurs bandwidth 1s adequate 1o support the network traffic and al' the users

. Ensure that all units have access to the network with adequate number of
worhstations to support the mission. especially for those units that capture andsor
intialhy process imemnees and those units that conduct analysis and inierrogations

- Develop a database that mncorporate, the various data stores, from the time of capture
and thiough the intethgence analysis anc merrogation process

= The web-based Jaint Detamnes Information Management System (JDIMS)
developed for and currently uulized by JTF Guantanamo, with some tailoring and
modificauons, will be adequate 10 meet this need of a consolidated internee
database The database also contains a collechion management and dissemination
module that manages all requirements and reporting on inlernees It also contams
ar online reports writing feature which allows the analysts and interrogators te
creale 1eporis and immediately share informauon

The Detention Informauon Managemernt System (DIMS) also developed for and
utilized by JTF Guantanamo to caprure imtial detainee information as well as
opzrauonal data gathered by the miiitary pohce, wil! allow for input of mternee
information from the ume of capture and throughout their stay at the detention
facihiies when not being inerrograted

- A jomnt Detainee Informauon Management System-Iraq will share data with JTF
Guantanamo detainee database and make 1t available to the intelligence
community By sharing detaines information, the intelligence community will

benefit from a web-based single source of detainee information readily available
10 them via the SIFR network

> A simular system should be implementec in Afgharustan for the detainee
operations conducted there

The goal of a worldwide-imiegraied detaines database 1s to address the needs of detainee
mierrogation operations and to share informanon regardiess of location It 1s the tool to
bnidge intelligence and technology 1n order 10 achieve information dominance and
efficient operauonal controi over the detainee/internee populauon and allow for near-real

time data mimung, mformation visualization, and mntelligence explortation to combat the
Globa! War on Terrorism

11



12

SECRETNOFORN-X1—



